
1. Hacking
Google works hard to keep Google Apps secure, but hackers work 
just as hard to find ways in – and when they succeed, that’s bad 
news for you. The valuable data you keep in Gmail, Drive, Calendar, 
Contacts, and Sites can be lost to their efforts, and you may never 
be able to get it back. 

That’s why you need backup for Google Apps. CNN Tech reports it’s the number-one way to protect yourself from 
hacking in the cloud. A backup and recovery solution acts as a digital insurance policy, filling in where there are gaps in 
your data protection plan and allowing you to regain control of your business. 

To fend off hackers before they strike, choose a backup solution that encrypts information – and unencrypts it only 
when you decide to access your data. Your backup solution should also protect data in transit via SSL protocol and 
require passwords to access and decode information.

2. Insider Threat
Sad but true: The insider threat is a top cause of data breaches 
today, according to CSO Online. And whether it’s a case of 
intentional sabotage, or just someone unintentionally leaking 
sensitive data, it can cost a company plenty. One study puts the 
average cost of an insider incident at $166,251.

A strong backup and recovery solution will help you address the insider threat in two ways: by helping you recover from 
a Google Apps breach due to an insider attack, and by providing early warning of compromised data – so you can do 
something about it before the damage is widespread. 

Look for a backup solution that enables you to restore data to the last trusted version you have – such as the day 
before an attack, or even a week before. Your backup solution should also automatically notify you of any problems 
when you do data backup, because problems may indicate damage from an insider attack.
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3. Human Error
Human error is the leading cause of data loss in SaaS 
applications, accounting for at least 64% of data loss. 
The cloud is a great place to store and manage data, but 
accidental deletion and other mistakes can cause losses 
that Google can’t help you recover from.

Backup and recovery means being able to operate smoothly even when employees make inevitable mistakes, by making it 
possible to go back and retrieve deleted emails or documents – instead of trying to recreate them from memory. 

You need a backup solution that can virtually eradicate loss due to human errors, by allowing users to look back in time 
and restore files they’ve inadvertently deleted, thought they didn’t need anymore, mistakenly altered, or lost for any 
other reason.

4. Sync Error
How can you lose Google Apps data to sync errors? Let us count the ways: Maybe you’re syncing a new phone with 
your account information, and your contacts disappear. Or you lose connectivity while you’re syncing, corrupting your 
files. Or you delete an app you don’t need anymore – only to find that doing so deletes all your original data, along with 
the copies that were synced in the app. 

Whatever the sync error, backup software keeps your data protected if your information becomes lost, corrupted, or 
otherwise inaccessible as a result. As long as your backup solution allows you to quickly and easily go back to the point 
in time before the problem happened, you’ll have no reason to panic.

5. Compliance 
Backup and recovery for data stored in the cloud can be critical to passing audits and maintaining compliance with 
regulations surrounding data storage, management, accessibility, and recovery. 

Remember, just because you’ve moved to Google Apps doesn’t mean Google is taking care of all your compliance 
issues. You still have to follow all the same standards for your data that you do when your data’s not in the cloud. 

Next time an auditor comes knocking, don’t waste time scrambling to find data to prove you’re in compliance – or 
stressing that the data might not be where it should. A good backup and recovery solution will enable you to quickly 
demonstrate regulatory compliance, and turn an audit day into just another day at the office.

About Spanning Backup for Google Apps
We’re pleased to offer our customers Spanning Backup for Google Apps, the most complete backup and recovery 
solution for Google Apps. It protects your Gmail, Docs & Drive, Sites, Calendar, and Contacts, and is the highest-rated 
backup provider on the Google Apps Marketplace.
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